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Abstract - The conventional text-based password
authentication scheme faces some drawbacks with usability
and security issues that bring troubles to users. Graphical
password schemes act as a possible alternative to text-based
schemes which are proposed mainly by the fact that humans
can remember pictures better than text. Beside that, the
possible password space of a graphical password scheme may
exceed that of text based schemes and thus presumably offer
better resistance to brute force search and dictionary attacks.
However, graphical password is vulnerable to peeping attack.
This paper proposes a new graphical password authentication
scheme resistant to peeping attack. An analysis of security and
usability aspects of the proposed scheme is presented.
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I. INTRODUCTION

A key area in security research is authentication, the
determination of whether a user should be allowed to
access to a given system or resource. Traditionally,
alphanumeric passwords have been used for authentication,
but they are known to have security and usability problems.
Today other methods, including graphical passwords, are
possible alternatives [1], [2]. Graphical password has a lot
of benefits when compared to alphanumeric passwords. It
is more safe and easy to remember. In addition it is also
resistant towards most of the attacks. A number of
graphical authentication systems have emerged and survey
on existing graphical password techniques illustrates that it
is more difficult to break graphical passwords using the
traditional attack methods such as brute force search,
dictionary attack [3], [4]. However, it is important to have a
graphical password scheme which is resistant to peeping
attack where a third party can observe and record the
legitimate user’s password by peeping over the victim’s
shoulder [5].

To overcome this issue, an anti-peeping mechanism has to
be integrated into the said graphical passwords. In this
paper we propose a textual graphical password system
resistant to peeping attack. User study is conducted to
explore the usability of the proposed scheme in terms of
accuracy, efficiency and memorize ability. The rest of this
paper is organized as follows. Section 2 briefly discusses
related works on Graphical password schemes. Section 3
presents our proposed scheme. Section 4 examines usability
issues and Section 5 deals with conclusion and future
directions.

Il. RELATED WORK

In general, the graphical password techniques can be
classified into in to three main categories: Locimetric,
Drawmetric  and  Cognometric ~ [6].  Locimetric
authentication is an approach that exploits memorisation
and cued recall. This approach requires the user to use a
background image to locate a series of predefined points. In
1996, Blonder [7] patented an innovative graphical
authentication scheme called Graphical Password which is
based on cued recall. In his design, the system first picks an
image with many simple distinguishable locations, and
these locations are stored on the system database.
Wiedenbeck et al. [8] proposed and implemented an
improved  graphical authentication system  called
PassPoints. PassPoints is based on Blonder’s idea of
representing the password by multiple clicks on a single
image.

Drawmetric authentication is an approach that requires the
user to draw a simple outline of the password during
registration, and the user must redraw the similar drawing
to be authenticated. Jermyn et al. [9] proposed and
implemented a graphical authentication technique called
Draw-a-Secret (DAS), which is primarily intended for
devices with stylus input, such as Personal Digital
Assistants (PDAS). The main idea of DAS is that the user
draws secret drawing (password) on a grid and the system
verifies the drawing by checking the directions and the
positions of the drawn strokes on the grid. Cognometric
authentication is an approach that requires the user to
identify a series of recognized images amongst a larger set
of decoy images. Real User Corporation [10] developed a
graphical authentication technique called Passfaces. The
motivation behind Passfaces is based on humans’ proficient
ability to recognize human faces. Dhamija [11] has
mentioned a major problem in authentication that users
tend to have difficulties memorizing secure passwords.

To overcome such problem, Dhamija et al. [12] suggested a
solution called Déja Vu, which improves the security of the
system by replacing the precise recall of a text password
with the recognition of seen images. Graphical
authentication suffers a major drawback from Shoulder-
surfing. Shoulder-surfing refers to someone observing the
user’s action as the user enters a password. With graphical
authentication, the user must select the recognised pictures
from the displayed screen during login. Due to this, the
user’s action can be monitored by the attacker or it can be
captured using recording devices such as camera.
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Wiedenbeck et al. [13] suggested a graphical password
scheme for user authentication on computer called Convex
Hull Click (CHC); and it was design to prevent shoulder-
surfing. Pierce et al. [14], [15] proposed a technique that
improves password security without additional hardware.
Their technique exploits the ability of people being
proficient to recognize visual information. Their proposed
graphical authentication is called Authentigraph. The
system first presents an image of randomly allocated
artefacts on screen. Users are required to locate and select
the recognized artefacts in sequence as their graphical
password. De Angeli et al. [16], [17] proposed a
graphical  authentication  concept called  Visual
Identification Protocol (VIP) that aimed at improving user
authentication in self-service technology.

The notion of VIP is to replace the precise recalling of
numerical code with the recognition of previously seen
images for authentication. De Angeli et al. have suggested
three prototypes of VIP, named VIP1, VIP2, and VIP3.
Jansen et al. [18]-[20] proposed a visual login technique
called Picture Password, which is designed for mobile
devices with stylus input such as Personal Digital
Assistants (PDAs).Hinds el al. [21] proposed a graphical
password system called ToonPasswords. It requires users to
select individual images from screens, which is similar to
Passfaces [22] and Déja Vu [23]. However, most of the
current graphical password schemes do not have a balance
between usability and security aspects. For example, if the
system is too simple then the system may not be secure
enough. If the algorithm is too complex then the system
may not be user friendly, e.g.: difficult to learn and takes
too long to log in.

I1l. PROPOSED SCHEME
In the proposed scheme, we use a 10x10 grid formed using
the single color 94 printable character set added with
spaces as shown in Fig 1. Passwords are input by typing or
by mouse clicks.
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Fig 1 Proposed Schema
The proposed scheme starts with identifying quadruplets
formed from the user password starting with the first
character and sliding to the right one character at a time
wrapping around if necessary until the last character in the

password appears as the first character in a quadruplet. For
example, if the password selected at registration time is
“T2D8h”  then  the  quadruplets formed  are
“T2D8”,”2D8h”,”D8hT”,”8hT2” and “hT2D".

Rulel: If the four characters in the quadruplet are different
and form a quadrilateral in any order then the characters
inside the quadrilateral can be typed in or alternatively the
user would click on any of the cells inside the quadrilateral.
Rule 2: If the four characters of the quadruplet are equal
(ex: QQQQ) then any character that surrounds the character
(Q) of the quadruplet can be typed in or alternatively the
user would click on any of the cells surrounding it.

Rule 3: If in the four characters on the quadruplet three
characters are equal and one character is different
(ex:AuAA) then user can type or click any of the
characters that lie on the line formed between the
quadruplet characters (A’ and ‘U’ ).

Rule 4: If in the four characters on the quadruplet two
characters are equal and the other two characters are
different (ex: 7B7U) then the user can type or click the
cells that lie inside the triangle formed by quadruplet
characters. If the quadruplet characters form a straight line
(ex: THT3) then the user can click on any of the cells that
lie on the line formed between the quadruplet characters.
Rule 5: If in the four characters on the quadruplet two
characters are equal and other two characters are also equal
to one another (ex:8M8M) then user can type or click any
of the characters that lie on the line formed between the
quadruplet characters

A llustration

To illustrate the login process, let us follow an example
where the user ‘A’ original password is "T2D8h". The
quadruplets  formed  with  this  password are
“T2D8”,72D8h”,”D8hT”,”8hT2” and “hT2D".

The login procedure consists of the following steps and is
also shown below.

1) Step 1. User ‘A’ identifies his characters in the
quadruplet “T2D8" and then clicks on any of the cells that
lies within the quadrilateral formed by the quadruplet
characters in any order.

Fig 2 represents the clickable area for quadruplet “T2D8"
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Fig2. Clickable area of quadruplet T2D8
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2) Step 2: User ‘A’ identifies his characters in the 4) Step 4: User ‘A’ identifies his characters in the
quadruplet “2D8h" and then clicks on any of the cells that  quadruplet “8hT2" and then clicks on any of the cells that
lies within the quadrilateral formed by the quadruplet lies within the quadrilateral formed by the quadruplet
characters in any order. characters in any order.

Fig 5 represents the clickable area for quadruplet “8hT2"
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Fig 3 represents the clickable area for quadruplet “2D8h"
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Fig 5. Clickable area of quadruplet 8hT2
Fig3. Clickable area of quadruplet 2D8h
3) Step 3: User ‘A’ identifies his characters in the 5) Step 5: User ‘A’ identifies his characters in the
quadruplet “D8hT" and then clicks on any of the cells that quadruplet “hT2D" and then clicks on any of the cells that
lies within the quadrilateral formed by the quadruplet jias within the quadrilateral formed by the quadruplet
characters in any order. characters in any order.
Fig 4 represents the clickable area for quadruplet “D8hT" Fig 6 represents the clickable area for quadruplet “hT2D"
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Password :

Fig 4. Clickable area of quadruplet D8hT
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Fig 6. Clickable area of quadruplet hT2D
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IV.USABILITY STUDY & SECURITY ANALYSIS

We conducted a lab study with 23 participants out of which
15 were male and 8 were female. All the participants were
post graduate students with their ages ranging from 22 to
26 years. A learning phase was conducted for practicing
proposed graphical password scheme. They are given
training initially explaining the concept of how to identify
their password based on the rules proposed through the
interface .The result was encouraging that novice users
were able to identify the quadruplets formed with their
password accurately. It took about 42 seconds on average
to log in.

Peeping attack is the attack where an attacker gets the
secret information through direct observation when the user
is entering his or her password. Alphanumeric systems are
susceptible to peeping attack. In these attacks, typically the
attacker gets a chance to observe the password entry for a
short duration of time. As alphanumeric passwords are
typically small, the attacker may see the secret by looking
just for a while. On the other hand, peeping attack is not
feasible against our proposed scheme as the user types or
clicks on non password characters

V. CONCLUSION

The password problem has made it clear that there are
problems with the usability and security of traditional text-
based passwords. These problems exist due to the
limitation of human’s Long Term Memory. Throughout the
last decade, several alternative mechanisms have been
developed. However, due to the cost of hardware, security
and usability reasons, traditional text-based password
remain dominant. Graphical password has been designed to
overcome the text-based password problems. Graphical
passwords are more memorable compared to text-based
passwords.

In this paper, we proposed a new graphical password
system resistant to peeping attack with promising usability
features. The scheme provides a potential solution for the
current problems faced by the other graphical password
schemes. The proposed scheme provides larger password
space than traditional text based passwords. This work can
be extended by increasing the password space using more
than three color character sets based upon user choice. The
extension of the proposed schemes to hand-held mobile
devices can be explored as future work.
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